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ABSTRACT 

Key-exposure resistance has always been an 

important issue for in-depth cyber defence in 

many security applications. Recently, how to 

deal with the key exposure problem in the 

settings of cloud storage auditing has been 

proposed and studied. To address the challenge, 

existing solutions all require the client to update 

his secret keys in every time period, which may 

inevitably bring in new local burdens to the 

client, especially those with limited computation 

resources, such as mobile phones. In this paper, 

we focus on how to make the key updates as 

transparent as possible for the client and propose 

a new paradigm called cloud storage auditing 

with verifiable outsourcing of key updates. In 

this paradigm, key updates can be safely 

outsourced to some authorized party, and thus the 

key-update burden on the client will be kept 

minimal. In particular, we leverage the third 

party auditor (TPA) in many existing public 

auditing designs, let it play the role of authorized 

party in our case, and make it in charge of both 

the storage auditing and the secure key updates 

for key-exposure resistance. In our design, TPA 

only needs to hold an encrypted version of the 

client’s secret key while doing all these 

burdensome tasks on behalf of the client. The 

client only needs to download the encrypted 

secret key from the TPA when uploading new 

files to cloud. Besides, our design also equips the 

client with capability to further verify the validity 

of the encrypted secret keys provided by the 

TPA. All these salient features are carefully 

designed to make the whole auditing procedure 

with key exposure resistance as transparent as 

possible for the client. We formalize the 

definition and the security model of this 

paradigm. The security proof and the 

performance simulation show that our detailed 

design instantiations are secure and efficient. 

 

I. INTRODUCTION 

Cloud computing is the use of computing 

resources (hardware and software) that are 

delivered as a service over a network (typically 

the Internet). The name comes from the common 

use of a cloud shaped symbol as an abstraction 

for the complex infrastructure it contains in 

system diagrams. Cloud computing entrusts 

remote services with a user's data, software and 

computation. Cloud computing consists of 

hardware and software resources made available 

on the Internet as managed third-party services. 

These services typically provide access to 

advanced software applications and high-end 

networks of server computers. 

How Cloud Computing Works? 

The goal of cloud computing is to apply 

traditional supercomputing, or high-performance 

computing power, normally used by military and 

research facilities, to perform tens of trillions of 

computations per second, in consumer-oriented 

applications such as financial portfolios, to 

deliver personalized information, to provide data 

storage or to power large, immersive computer 

games. The cloud computing uses networks of 

large groups of servers typically running low-

cost consumer PC technology with specialized 

connections to spread data- processing chores 

across them. 

Services Models: 

Cloud Computing comprises three different 

service models, namely Infrastructure-as-a-

Service (IaaS), Platform-as-a-Service (PaaS), and 

Software-as-a-Service (SaaS). 

 
Structure of service models 

Benefits of cloud computing: 
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• Achieve economies of scale – increase 

volume output or productivity with fewer 

people. Your cost per unit, project or 

product plummets. 

• Reduce spending on technology 

infrastructure. Maintain easy access to your 

information with minimal upfront spending. 

Pay as you go (weekly, quarterly or yearly), 

based on demand. 

• Globalize your workforce on the cheap. 

People worldwide can access the cloud, 

provided they have an Internet connection. 

• Streamline processes. Get more work done 

in less time with less people. 

• Reduce capital costs. There’s no need to 

spend big money on hardware, software or 

licensing fees. 

• Improve accessibility. You have access 

anytime, anywhere, making your life so 

much easier! 

• Monitor projects more effectively. Stay 

within budget and ahead of completion 

cycle times. 

• Less personnel training is needed. It takes 

fewer people to do more work on a cloud, 

with a minimal learning curve on hardware 

and software issues. 

• Minimize licensing new software. Stretch 

and grow without the need to buy expensive 

software licenses or programs. 

• Improve flexibility. You can change 

direction without serious “people” or 

“financial” issues at stake. 

Advantages: 

• Price: Pay for only the resources used. 

• Security: Cloud instances are isolated in the 

network from other instances for improved 

security. 

• Performance: Instances can be added 

instantly for improved performance. Clients 

have access to the total resources of the 

Cloud’s core hardware. 

• Scalability: Auto-deploy cloud instances 

when needed. 

Characteristics and Services Models: 

The salient characteristics of cloud computing 

based on the definitions provided by the National 

Institute of Standards and Terminology (NIST) 

are outlined below: 

• On-demand self-service: A consumer can 

unilaterally provision computing 

capabilities, such as server time and 

network storage, as needed automatically 

without requiring human interaction with 

each service’s provider. 

• Broad network access: Capabilities are 

available over the network and accessed 

through standard mechanisms that promote 

use by heterogeneous thin or thick client 

platforms (e.g., mobile phones, laptops, and 

PDAs). 

• Resource pooling: The provider’s 

computing resources are pooled to serve 

multiple consumers using a multi-tenant 

model, with different physical and virtual 

resources dynamically assigned and 

reassigned according to consumer demand. 

There is a sense of location-independence 

in that the customer generally has no 

control or knowledge over the exact 

location of the provided resources but may 

be able to specify location at a higher level 

of abstraction (e.g., country, state, or data 

center). Examples of resources include 

storage, processing, memory, network 

bandwidth, and virtual machines. 

• Rapid elasticity: Capabilities can be rapidly 

and elastically provisioned, in some cases 

automatically, to quickly scale out and 

rapidly released to quickly scale in. To the 

consumer, the capabilities available for 

provisioning often appear to be unlimited 

and can be purchased in any quantity at any 

time. 

• Measured service: Cloud systems 

automatically control and optimize resource 

use by leveraging a metering capability at 

some level of abstraction appropriate to the 

type of service (e.g., storage, processing, 

bandwidth, and active user accounts). 

II. LITERATURE SURVEY 

1) Secure outsourcing of scientific 

computations 

AUTHOR: M. J. Atallah, K. N. 

Pantazopoulos, J. R. Rice, and E. E. Spafford 

We investigate the outsourcing of numerical and 

scientific computations using the following 

framework: A customer who needs computations 

done but lacks the computational resources 
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(computing power, appropriate software, or 

programming expertise) to do these locally, 

would like to use an external agent to perform 

these computations. This currently arises in many 

practical situations, including the financial 

services and petroleum services industries. The 

outsourcing is secure if it is done without 

revealing to the external agent either the actual 

data or the actual answer to the computations. 

THe general idea is for the customer to do some 

carefully designed local preprocessing 

(disguising) of the problem and/or data before 

sending it to the agent, and also some local 

postprocessing of the answer returned to extract 

the truse answer. The disguise process should be 

as lightweight as possible, e.g., take time 

proportional to the size of the input and answer. 

The disguise preprocessing that that the customer 

performs locally to "hide" the real computation 

can change the numerical properties of the 

computational performanc. We present a 

framewrok for disguising scientific copmutations 

and discuss their costs, numerical properties, and 

levels of security. 

2) Private and cheating-free outsourcing of 

algebraic computations AUTHOR: D. 

Benjamin and M. J. Atallah 

We give protocols for the secure and private 

outsourcing of linear algebra computations, that 

enable a client to securely outsource expensive 

algebraic computations (like the multiplication of 

huge matrices) to two remote servers, such that 

the servers learn nothing about the customer's 

private input or the result of the computation,and 

any attempted corruption of the answer by the 

servers is detected with high probability. the 

client is linear in the size of its input and does not 

require the client to carry out locally any 

expensive encryptions of such input.The 

computational burden on the servers. 

3) Secure and practical outsourcing of linear 

programming in cloud computing AUTHOR: 

C. Wang, K. Ren, and J. Wang 

Cloud computing enables customers with limited 

computational resources to outsource large- scale 

computational tasks to the cloud, where massive 

computational power can be easily utilized in a 

pay-per-use manner. However, security is the 

major concern that prevents the wide adoption of 

computation outsourcing in the cloud, especially 

when end-user's confidential data are processed 

and produced during the computation. Thus, 

secure outsourcing mechanisms are in great need 

to not only protect sensitive information by 

enabling computations with encrypted data, but 

also protect customers from malicious behaviors 

by validating the computation result. Such a 

mechanism of general secure computation 

outsourcing was recently shown to be feasible in 

theory, but to design mechanisms that are 

practically efficient remains a very challenging 

problem. Focusing on engineering computing 

and optimization tasks, this paper investigates 

secure outsourcing of widely applicable linear 

programming (LP) computations. In order to 

achieve practical efficiency, our mechanism 

design explicitly decomposes the LP computation 

outsourcing into public LP solvers running on the 

cloud and private LP parameters owned by the 

customer. The resulting flexibility allows us to 

explore appropriate security/efficiency tradeoff 

via higher-level abstraction of LP computations 

than the general circuit representation. 

4) New algorithms for secure outsourcing of 

modular exponentiations AUTHOR: X. Chen, 

J. Li, J. Ma, Q. Tang, and W. Lou 

With the rapid development of cloud services, 

the techniques for securely outsourcing the 

prohibitively expensive computations to 

untrusted servers are getting more and more 

attention in the scientific community. 

Exponentiations modulo a large prime have been 

considered the most expensive operations in 

discrete-logarithm-based cryptographic 

protocols, and they may be burdensome for the 

resource-limited devices such as RFID tags or 

smartcards. Therefore, it is important to present 

an efficient method to securely outsource such 

operations to (untrusted) cloud servers. 

5) Provable data possession at untrusted 

stores AUTHOR: G. Ateniese et al 

We introduce a model for provable data 

possession (PDP) that allows a client that has 

stored data at an untrusted server to verify that 

the server possesses the original data without 

retrieving it. The model generates probabilistic 

proofs of possession by sampling random sets of 

blocks from the server, which drastically reduces 

I/O costs. The client maintains a constant amount 

of metadata to verify the proof. The 
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challenge/response protocol transmits a small, 

constant amount of data, which minimizes 

network communication. Thus, the PDP model 

for remote data checking supports large data sets 

in widely-distributed storage system. We present 

two provably-secure PDP schemes that are more 

efficient than previous solutions, even when 

compared with schemes that achieve weaker 

guarantees. In particular, the overhead at the 

server is low (or even constant), as opposed to 

linear in the size of the data. Experiments using 

our implementation verify the practicality of PDP 

and reveal that the performance of PDP is 

bounded by disk I/O and not by cryptographic 

computation. 

III. SYSTEM ANALYSIS & DESIGN 

EXISTING SYSTEM 

Yu et al. constructed a cloud storage auditing 

protocol with key-exposure resilience by 

updating the user’s secret keys periodically. In 

this way, the damage of key exposure in cloud 

storage auditing can be reduced. But it also 

brings in new local burdens for the client because 

the client has to execute the key update algorithm 

in each time period to make his secret key move 

forward. For some clients with limited 

computation resources, they might not like doing 

such extra computations by themselves in each 

time period. It would be obviously more 

attractive to make key updates as transparent as 

possible for the client, especially in frequent key 

update scenarios. Compression algorithms like 

Gzip and LZ77 further optimize space usage. 

Instead of multiple copies, cloud storage systems 

use Erasure Coding (EC) to break data into 

fragments distributed across different servers, 

allowing reconstruction if some pieces are lost. 

Distributed storage architectures like Google File 

System (GFS) and Hadoop Distributed File 

System (HDFS) manage data efficiently, 

reducing replication overhead. Cloud providers 

such as Amazon S3, Google Cloud, and 

Microsoft Azure implement these strategies to 

ensure cost- effective and high-performance 

storage solutions. 

DISADVANTAGES 

1. Existing system don’t like auditing protocol 

with verifiable outsourcing of key updates. 

2. Third party has the access to see client’s 

secret key without encryption. 

 

3. No verification system available for client’s 

for to check validity of the encrypted secret 

keys when downloading them from the 

TPA. 

4. All existing auditing protocols are all built 

on the assumption that the secret key of the 

client is absolutely secure and would not be 

exposed. 

5. Wang et al. proposed a public privacy-

preserving auditing protocol. They used the 

random masking technique to make the 

protocol achieve privacy preserving 

property. 

PROPOSED SYSTEM 

The main contributions are as follows : 

1) We propose a new paradigm called cloud 

storage auditing with verifiable outsourcing of 

key updates. In this new paradigm, key-update 

operations are not performed by the client, but by 

an authorized party. The authorized party holds 

an encrypted secret key of the client for cloud 

storage auditing and updates it under the 

encrypted state in each time period. The client 

downloads the encrypted secret key from the 

authorized party and decrypts it only when he 

would like to upload new files to cloud. In 

addition, the client can verify the validity of the 

encrypted secret key. 

2) We design the first cloud storage auditing 

protocol with verifiable outsourcing of key 

updates. In our design, the third party auditor 

(TPA) plays the role of the authorized party who 

is in charge of key updates. 

We formalize the definition and the security 

model of the cloud storage auditing protocol with 

verifiable outsourcing of key updates. We also 

prove the security of our protocol in the 

formalized security model and justify its 

performance by concrete implementation. 

ADVANTAGES 

1) The TPA does not know the real secret key 

of the client for cloud storage auditing, but 

only holds an encrypted version. In the 

detailed protocol, we use the blinding 

technique with homomorphic property to 

form the encryption algorithm to encrypt 

the secret keys held by the TPA. It makes 

our protocol secure and the decryption 

operation efficient. 
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2) Meanwhile, the TPA can complete key 

updates under the encrypted state. The 

client can verify the validity of the 

encrypted secret key when he retrieves it 

from the TPA. 

3) The client downloads the encrypted secret 

key from the authorized party and decrypts 

it only when he would like to upload new 

files to cloud. In addition, the client can 

verify the validity of the encrypted secret 

key. 

SYSTEM ARCHITECTURE 

 
Fig. SYSTEM ARCHITECTURE 

IV. IMPLEMENTATION 

MODULES 

 Cloud Servers 

 Data Users 

 Auditor 

 Secure De duplication System 

MODULE DESCRIPTION 

CLOUD SERVERS 

Cloud servers are virtual servers that are hosted 

in a cloud computing environment. They are 

similar to traditional physical servers, but they 

are more flexible, scalable, and cost-effective. 

DATA USERS 

Data users are individuals or organizations that 

access, manipulate, and analyze data to gain 

insights, make decisions, or perform tasks. 

AUDITOR 

An auditor is a professional responsible for 

examining and evaluating an organization's 

financial statements, records, and systems to 

ensure accuracy, completeness, and compliance. 

SECURE DE DUPLICATION SYSTEM 

A secure deduplication system is a data storage 

system that eliminates duplicate copies of data, 

while ensuring the confidentiality, integrity, and 

availability of the data. 

TIME STAMP UPLOAD KEY: 

• Time stamp upload key will be provided by 

TPA. Client can download the upload key 

each time client uploading new file into 

cloud and they need not to give request key 

from TPA. 

• At the time of client downloading the time 

stamp upload key, the request will send in 

directly to TPA and update according to 

time by TPA and send encrypted upload 

secret key to client. 

TIME STAMP FILE KEY: 

• Each time client accessing and 

downloading the file from cloud, TPA will 

provide each time file update key to client 

registered mail Id. So same file key will not 

be there for same file. 

• It will send as file time stamp update key, 

so corresponding client can use this file 

from different server without any other use 

of hacker or attacker. 

• If Client again login with same server or 

different server, same file key will not been 

used by Client to download the file for 

more security. 

THIRD PARTY AUDITOR (TPA) MODULE 

• It acts as admin. 

• TPA Provide time Upload secret key in 

Encrypted state for every client to upload 

new file into cloud. It will be send as in 

directly while Client downloading the 

upload key. 

• The upload secret key, while user 

downloading key it will updated according 

to time. 

• After cloud given auditing proof then only 

TPA can audit all files. 

And also provide the File Stamp key for all files 

to the client request for corresponding files key. 

V. SCREENSHOTS: 

This is the homepage for our website Which has 

a title and an abstract view of our proposed 

system and in the left corner we have all the 

modules that are used in this proposed system. 
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FIG 1 : HOME PAGE 

This is the client login page of our proposed 

system here user need to provide their Registered 

email id along with their id password to login and 

use our enhanced cloud storage security through 

the proposed verified key management. 

 
FIG 2 : CLIENT LOGIN PAGE 

This is TPA login page not every one can access 

it only registered admin who is an third party 

person but does all the work needed 

 
FIG 3 : TPA LOGIN PAGE 

This is Cloud login page not every one can 

access it only registered admin who is 

responsible for the overall management of the 

cloud. 

 
FIG 4 : CLOUD LOGIN PAGE 

When a client want to register to access our 

services this registration page is the only way to 

get register and it generates an upload key and 

also a user id portal for the details provided. 

 
FIG 5 : REGISTRATION PAGE 

This is the client home page after a client is 

registered, with the same details provided in the 

registration we need to login to client home to 

access the cloud services. And the left side menu 

has all the operations that can be done by a client. 

 
FIG 6 : CLIENT HOME PAGE 

When user needs to upload user need a upload 

secret key to download that secret key user need 

to put the following asked details in the form and 

then it cross checks the data and then downloads 

the key in a txt file to our local system. 

 
FIG 7 : UPLOAD SECRET KEY 

When client need to upload a file to the cloud if 

he is a verified user by the cloud then the client 

will be holding a unique upload key which will 

be sent to client by cloud. 

 
FIG 8 : CLIENT SIDE UPLOAD TIMESTAMP 

KEY 

This is the file viewfor the client . client can view 

all the files that have been uploaded and its 

details are also visible here and we can download 

it from here but it redirects to another page where 
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we need to enter the secret key to download that 

particular file. 

 
FIG 9: FILE VIEW CLIENT SIDE 

This page is for third party auditor here this is the 

TPA home page all the services and tasks done 

by TPA are displayed here in the menu on left 

side. 

 
FIG 10: TPA (THIRD PARTY AUDITOR) 

HOME 

When user need to upload a file user nneds a 

users time stamp upload key this is user to verify 

the users identity before he can upload a file this 

enhances the security measures. 

 
FIG 11: USER TIMESTAMP UPLOAD KEY 

In the TPA home we have a separate page for the 

file time stamp key through this page when a user 

tries to access a file user need a time stamp file 

key which can be provided to user by TPA. 

 
FIG 12: FIELD TIME STAMP KEY 

This page is the home page for the cloud provider 

it has the left menu it shows all the services and 

tasks that can be done by cloud operator or 

admin. 

 
FIG 13: CLOUD HOMEPAGE 

For the first we need to register the user if not 

previously registered and then need to activate 

the user from the TPA side it is a king of 

verification process which helps us to identify the 

user. 

 
FIG 14: CLOUD USER DETAILS PAGE 

This page displays all the details of the 

documents that has been sent to the TPA from 

the cloud for the further verification process and 

user need to provide a security key when 

accessing it from TPA. 

 
FIG 15: TRACKING FILES IN CLOUD 

This page shows all the cloud download history it 

has 3 attributes toshow we can add more if 

needed we mailny used Filename, File owner and 

downloaded on attributes this is only visible for 

the cloud provider. 

 
FIG 16: CLOUD DOWNLOAD HISTORY 

PAGE 

VI. CONCLUSION 

CONCLUSION 

In this paper, we study on how to outsource key 

updates for cloud storage auditing with key- 
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exposure resilience. We propose the first cloud 

storage auditing protocol with verifiable 

outsourcing of key updates. In this protocol, key 

updates are outsourced to the TPA and are 

transparent for the client. In addition, the TPA 

only sees the encrypted version of the client’s 

secret key, while the client can further verify the 

validity of the encrypted secret keys when 

downloading them from the TPA. We give the 

formal security proof and the performance 

simulation of the proposed scheme. 

FUTURE SCOPE 

In addition, the TPA only sees the encrypted 

version of the client’s secret key, while the client 

can further verify the validity of the encrypted 

secret keys when downloading them from the 

TPA. We give the formal security proof and the 

performance simulation of the proposed scheme. 

As more corporations outsource employee health 

benefits, TPAs are experiencing increased 

demand, particularly in managing health 

insurance policies. Government regulations and 

compliance requirements, such as those by 

IRDAI in India and HIPAA in the U.S., are 

shaping the industry's growth. Additionally, 

global expansion, medical tourism, and cross-

border insurance claims are opening new markets 

for TPAs. 

Data analytics and predictive modeling are 

becoming essential in risk assessment and fraud 

prevention, while telemedicine and digital health 

integrations are transforming claims 

management. The rise of specialized TPAs 

focusing on niche sectors like dental, mental 

health, and elder care further highlights the 

industry's evolving landscape. With these 

advancements, TPAs are set to play a crucial role 

in the future of insurance and healthcare services. 
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